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(54) Apparatus for selectably encrypting or decrypting data 



(57) Apparatus (40) for selectably encrypting or de- 
crypting data, said apparatus (40) being arranged to re- 
ceive a control signal for selecting between encryption 
and decryption. The apparatus (40) comprises program- 
mable Look-up Tables (LUTs) (60,1 60,1 60'). The appa- 
ratus further comprises at least one storage device 
(92,94) for storing a first set and a second set of LUT 



values, the apparatus being arranged to program some 
or all of said LUTs with said first set of LUT values when 
said control signal is set to encrypt, and to program 
some or ail of said LUTs with said second set of LUT 
values when said control signal is set to decrypt In the 
preferred embodiment, the apparatus is arranged to im- 
plement the Advanced Encryption Standard, or Rijn- 
dael, cipher. 
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Description 

FIELD OF THE INVENTION 

5 [0001 J The present invention relates to the field of data encryption . The invention relates particularly to an apparatus 
for data encryption and data decryption according to private key or symmetric key, data encryption algorithms. 

BACKGROUND TO THE INVENTION 

to [0002] Secure or private communication , particularly over a telephone network or a computer network, is dependent 
on the encryption, or enciphering, of the data to be transmitted. One type of data encryption, commonly known as 
private key encryption or symmetric key encryption, involves the use of a key, normally in the form of a pseudo-random 
number, or code, to encrypt data in accordance with a selected data encryption algorithm (DEA). To decipher the 
encrypted data, a receiver must know and use the same key in conjunction with the inverse of the selected encryption 

is algorithm. Thus, anyone who receives or intercepts an encrypted message cannot decipher it without knowing the key. 
[0003] Data encryption is used in a wide range of applications including I PSec Protocols, ATM Cell Encryption, Secure 
Socket Layer (SSL) protocol and Access Systems for Terrestrial Broadcast. In many applications, the encryption and/ 
or decryption is performed in real-time and so it is desirable to perform the encryption and/or decryption as quickly as 
possible. It is also desirable for a data encryption apparatus to be able to perform both encryption and decryption. 

20 [0004] InSeptember 1997 the National Institute of Standards and Technology (N 1ST) issued a request for candidates 
for a new Advanced Encryption Standard (AES) to replace the existing Data Encryption Standard (DES). A data en- 
cryption algorithm commonly known as the Rijndael Block Cipher was selected for the new AES. 
[0005] There is a need therefore for a data encryption apparatus that performs data encryption and data decryption, 
preferably in accordance with the Rijndael algorithm, and at a rate that is suitable for commercial applications, partic- 

25 ularty real-time applications. 

Summary of the Invention 

[0006] Accordingly, one aspect of the present invention provides an apparatus for selectably encrypting or decrypting 
30 data, the apparatus being arranged to receive a control signal for selecting between encryption and decryption, the 
apparatus comprising at least one data processing module arranged to perform one or more data encryption or data 
decryption operations depending on the setting of said control signal, wherein at least part of said data processing 
module comprises one or more programmable Look-up Tables (LUTs), the apparatus further comprising at least one 
storage device for storing a first set and a second set of LUT values, the apparatus being arranged to program some 
35 or all of said LUTs with said first set of LUT values when said control signal is set to encrypt, and to program some or 
all of said LUTs with said second set of LUT values when said control signal is set to decrypt. 
[0007] in the preferred embodiment, the apparatus comprises a plurality of LUTs all of which are programmed with 
said first set of LUT values during encryption and programmed with said second set of LUT values during decryption. 
In an alternative embodiment, the apparatus comprises a plurality of LUTs and the first and second sets of LUT values 
40 each comprise a plurality of respective sub-sets of LUT values. During encryption, some of LUTs are programmed with 
a respective one of the sub-sets of LUT values belonging to said first set. During decryption, ail of the LUTs are pro- 
grammed with a respective of the sub-sets of LUT values belonging to said second set. 

[0008] Preferably, the apparatus comprises a plurality of instances of a data processing module arranged in a data 
processing pipeline. 

45 [0009] Preferably, the apparatus is arranged to perform encryption or decryption in accordance with the Rijndael 
Block Cipher, wherein the data processing module is arranged to implement a Rijndael round. More preferably, the 
data processing module is arranged to implement the ByteSub transformation of the Rijndael round in at least one 
LUT. Preferably, said first set of LUT values is arranged to program a LUT to implement the Rijndael ByteSub trans- 
formation and said second set of LUT values is arranged to program a LUT to implement the inverse of the Rijndael 

50 ByteSub transformation. Preferably, the data processing module includes a respective LUT for each byte of an input 
data block. 

[0010] In the alternative embodiment, the entire Rijndael round is implemented using LUTs. 
[0011] Preferably, the first and second set of LUT values are stored in respective first and second storage devices 
and the apparatus further includes a 2-to-1 selector switch operable by said control signal to select said first storage 
55 device when the control signal is set to encode, and to select said second storage device when the control signal is 
set to decode. More preferably, the apparatus includes two or more sets of a first and a second storage device, each 
first and second storage device storing said first and second set of LUT values respectively, the apparatus further 
including a respective 2-to-1 selector switch for each set of first and second storage device. Preferably, said first and 
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second storage devices are implemented by means of respective Read Only Memories (ROMs). 

[0012] Alternatively, said first and second sets of LUT values are stored in respective storage locations of a single 

storage device and are selectable by a 2-to-1 selector switch. 

[0013] Preferably, each LUT is implemented by means of a programmable Random Access Memory (RAM) or a 
5 programmable Read Only Memory (ROM). 

[001 4] Preferably, the apparatus is implemented on a Field Programmable Gate Array. 

[0015] The invention further provides a computer program product comprising computer useable instructions ar- 
ranged to generate, in whole or in part, an apparatus according to the invention. The apparatus may therefore be 
implemented as a set of suitable computer programs. Typically, the computer program takes the form of a hardware 

10 description, or definition, language (HDL) which, when synthesised using conventional hardware synthesis tools, gen- 
erates semiconductor chip data, such as mask definitions or other chip design information, for generating a semicon- 
ductor chip. The invention also provides said computer program stored on a computer useable medium. The invention 
further provides semiconductor chip data, stored on a computer usable medium, arranged to generate, in whole or in 
part, an apparatus according to the invention. 

is [0016] In the following description of preferred embodiments of the invention, a fully pipelined data encryption and 
decryption apparatus is presented in the context of implementing the Rijndael algorithm. A skilled person will appreciate 
that at least some of the aspects of the present invention may equally be employed in the implementation of other 
private key, or symmetric key, encryption/decryption algorithms in which at least some of the data transformations differ 
between encryption and decryption. The Serpent Algorithm is an example of such an algorithm. 

20 [0017] The apparatus, or cores, are conveniently implemented using Foundation Series 2.1i software on the Virtex- 
E (Trade Mark) FPGA (Field Programmable Gate Array) family of devices as produced by Xilinx of San Jose, California, 
USA (www.xilinx.com). A fully pipelined Rijndael data encryption/decryption apparatus requires considerable memory, 
hence, its implementation is ideally suited to the Virtex-E range of FPGAs, which contain devices with up to 280 RAM 
Blocks (BRAMs). In the preferred embodiment, the apparatus is implemented on a Virtex XCV32Q0E-8-CG1 1 56 FPGA 

25 device. There are no known single-chip FPGA implementations of the Rijndael algorithm, which perform both encryption 
and decryption. 

[0018] Other aspects of the invention will be apparent to those ordinarily skilled in the art upon review of the following 
description of specific embodiments and with reference to the accompanying drawings. 

30 BRIEF DESCRIPTION OF THE DRAWINGS 

[001 9] Embodiments of the invention are now described by way of example and with reference to the accompanying 
drawings in which: 

35 Figure 1 a is a representation of data bytes arranged in a State rectangular array; 

Figure 1b is a representation of a cipher key arranged in a rectangular array; 
Figure 1 c is a representation of an expanded key schedule; 

40 

Figure 2 is a schematic illustration of the Rijndael Block Cipher; 

Figure 3 is a schematic illustration of a normal Rijndael Round; 

45 Figure 4 is a schematic representation of a preferred embodiment of an apparatus according to the invention; 

Figure 5 is a schematic representation of a data processing module included in the apparatus of Figure 4; 

Figure 5a is a schematic representation of a MixCol transformation module included in the data processing module 
50 of Figure 5; 

Figure 6 is a representation of a data block in State form; 

Figure 7 is a table of LUT values for use during encryption; 

55 

Figure 8 shows computer program code for implementing a multiplier block; 

Figure 9 shows a flow chart for implementing the Rijndael key schedule for a 128-bit cipher key; 
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Figure 9a shows a flow chart for implementing the Rijndael key schedule for a 192-bit cipher key; 
Figure 9b shows a flow chart for implementing the Rijndael key schedule for a 256-bit cipher key; 
Figure 10 is a table of LUT values for use during data decryption; 

Figure 11 is a schematic representation of an arrangement for initialising LUTs according to the invention; 

Figure 12a is a schematic representation of the normal Rijndael Round for use during encryption by an alternative 
embodiment of the invention; 

Figure 12b is a schematic representation of the normal Rijndael Round for use during decryption by an alternative 
embodiment of the invention; 

Figure 13 is a schematic representation of a Rijndael Round module for implementing data encryption in the al- 
ternative embodiment of the invention; 

Figure 14 is a table of LUT values for use in the module of Figure 13; 

Figure 15 is a second table of LUT values for use in the module of Figure 13; and 

Figure 16 is a schematic representation of a Rijndael Round module for implementing data decryption in the al- 
ternative embodiment of the invention; 

DETAILED DESCRIPTION OF THE DRAWINGS 

1 . The Rijndael Algorithm 

[0020] The Rijndael algorithm is a private key, or symmetric key, DEA and is an iterated block cipher. The Rijndael 
algorithm (hereinafter "Rijndael") is defined in the publication The Rijndael Block Cipher AES proposal" by J. Daemen 
and V. Rijmen presented at the First AES Candidate Conference (AES1 ) of August 20-22, 1998, the contents of which 
publication are hereby incorporated herein by way of reference. 

[0021] In accordance with many private key DEAs, including Rijndael, encryption is performed in multiple stages, 
commonly known as iterations, or rounds. Such DEAs lend themselves to implementation using a data processing 
pipeline, or pipelined architecture. In a pipelined architecture, a respective data processing module is provided for each 
round, the data processing modules being arranged in series. A message to be encrypted is typically split up into data 
blocks that are fed in series into the pipeline of data processing modules. Each data block passes through each process- 
ing module in turn, the processing modules each performing an encryption operation (or a decryption operation) on 
each data block. Thus, at any given moment, a plurality of data blocks may be simultaneously processed by a respective 
processing module - this enables the message to be encrypted (and decrypted) at relatively fast rates. 
[0022] Each processing module uses a respective sub-key, or round key, to perform its encryption operation. The 
round keys are derived from a primary key, or cipher key. 

[0023] With Rijndael, the data block length and cipher key length can be 1 28, 1 92 or 256 bits. The NIST requested 
that the AES must implement a symmetric block cipher with a block size of 128 bits, hence the variations of Rijndael 
which can operate on larger block sizes do not form part of the standard itself. Rijndael also has a variable number of 
rounds namely, 10, 12 and 14 when the cipher key lengths are 128, 192 and 256 bits respectively. The following 
description of the invention relates primarily to an embodiments in which the apparatus is arranged to use a 128-bit 
cipher key although a skilled person will appreciate that alternative embodiments may readily be created to implement 
other key lengths, including 192 or 256 bits. 

[0024] With reference to Figure 1 a, the transformations performed during the Rijndael encryption operations consider 
a data block as a 4^column rectangular array, or State (generally indicated at 10 in Figure 1a), of 4-byte vectors 12. 
For example, a 1 28-bit plaintext (i.e. unencrypted) data block consists of 16 bytes, B 0 , B,, Bg, B3, B 4 ... B 14 , B 15 . Hence, 
in the State 10, Bq becomes P 00 , B, becomes P, 0 , B 2 becomes P 20 ... B 4 becomes P 0 , and so on. 
[0025] With reference to Figure 1b, the cipher key is also considered to be a multi-column rectangular array 14 of 
4-byte vectors 1 6, the number of columns, N h depending on the cipher key length. In Figure 1 b, the vectors 1 6 headed 
by bytes Kq 4 and Ko 5 are present when the cipher key length is 192-bits or 256-tofts, while the vectors 16 headed by 
bytes Kq 6 and Kg 7 are only present when the cipher key length is 256-bits. 

[0026] Referring now to Figure 2, there is shown, generally indicated at 20, a schematic representation of Rijndael. 
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The algorithm design consists of an initial data/key addition operation 22, in which a plaintext data block is added to 
the cipher key, followed by nine, eleven or thirteen rounds 24 when the key length is 128-bits, 192-bits or 256-bits 
respectively and a final round 26, which is a variation of the typical round 24. There is also a key schedule operation 
28 for expanding the cipher key in order to produce a respective different round key for each round 24, 26. 

5 

1.1 The Rijndael Round 

[0027] Figure 3 illustrates the typical Rijndael round 24. The round 24 comprises a ByteSub transformation 30, a 
ShiftRow transformation 32, a MixColumn transformation 34 and a Round Key Addition 36. The ByteSub transformation 
10 30, which is also known as the s-box of the Rijndael algorithm, operates on each byte in the State 10 independently. 
[0028] In Rijndael, finite field mathematics is used when manipulating data. For example, a byte, b: b7b€b5b4b3 
b2b1 Wis considered as a polynomial with coefficients in the finite field, {0,1}. The polynomial may be represented as: 

J5 b 7 x 7 + b 6 x 6 + b 5 x 5 +- b 4 x 4 + b^x 3 + b^ 2 + o,x + b 0 

[0029] This polynomial representation of the byte allows mathematical operations such as addition, multiplication 
and multiplicative inverse to be performed relatively simply. For example, the addition of two bytes is achieved by 
summing, modulo 2, the respective polynomial coefficients. In binary notation, this corresponds to a simple bitwise 
20 XOR operation. Finite field mathematics is well known and for further information reference is made to the publication 
"Introduction to Finite Fields and their Applications" by R. Lidl and H Niederreiter, Cambridge University Press, Revised 
Edition, 1994. 

[0030] The s-box 30 involves finding the multiplicative inverse of each byte in the finite, or Galois, field GF(2 8 ). An 
affine transformation is then applied, which involves multiplying the result of the multiplicative inverse by a matrix M 
25 (as defined in the Rijndael specification) and adding to the hexadecimal number '63' (as is stipulated in the Rijndael 
specification). 

[0031] In the ShiftRow transformation 32, the rows of the State 1 0 are cyclically shifted to the left. Row 0 is not shifted, 
row 1 is shifted 1 place, row 2 by 2 places and row 3 by 3 places. 

[0032] The MixColumn transformation 34 operates on the columns of the State 10. Each column, or 4-byte vector 
30 12, is considered a polynomial over GF(2 8 ) and multiplied modulo x*+f with a fixed polynomial c(x), where, 

c(x)= '03'x 3 + '01 'x 2 +■ *01 'x + '02' (1 ) 

35 (the inverted commas surrounding the polynomial coefficients signifying that the coefficients are given in hexidecimal). 
[0033] Finally in Round Key Addition 36, the State 10 bytes and the round key bytes are added by a bitwise XOR 
operation. 

[0034] In the final round 26, the MixColumn transformation 34 is omitted. 
40 1 .2 Key Schedule 

[0035] The Rijndael key schedule 28 consists of two parts: Key Expansion and Round Key Selection. Key Expansion 
involves expanding the cipher key into an expanded key, namely a linear array 15 (Fig. 1c) of 4-byte vectors or words 
17, the length of the array 15 being determined by the data block length, (in bytes) multiplied by the number of 
45 rounds, N p plus 1 , i.e. array length = N b * (N r + 1). In Rijndael, the data block length is four bytes, N b =4. 

When the key block length, N k =4 t 6 and 8, the number of rounds is 10, 12 and 14 respectively. Hence the lengths of 
the expanded key are as shown in Table 1 below. 



Table 1. 



Length of Expanded Key for Varying Key Sizes 


Data Block Length, N b 


4 


4 


4 


Key Block Length, N k 


4 


6 


8 


Number of Rounds, N r 


10 


12 


14 


Expanded Key Length 


44 


52 


60 
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[0036] The first N k words of the expanded key comprise the cipher key. When N k = 4 or 6, each subsequent word, 
W[iJ, is found by XORing the previous word, W[i«1], with the word Appositions earlier, WJi-A/J. For words 1 7 in positions 
which arc a multiple of N h a transformation is applied to W[i-1 ] before it is XORcd. This transformation involves a cyclic 
shift of the bytes in the word 17. Each byte is passed through the Rijndael s-box 30 and the resulting word is XORed 
5 with a round constant stipulated by Rijndael (see Rcon(i) function described below). However, when N k =B t an additional 
transformation is applied: for words 17 in positions which are a multiple of {{N k \)± 4), each byte of the word, Wfi-1], is 
passed through the Rijndael s-box 30. 

[0037] The round keys are selected from the expanded key 15. In a design with N r rounds, A/ r vt round keys are 
required. For example a 10-round design requires 11 round keys. Round key 0 comprises words W[0] to W[3) of the 
io expanded key 15 and is utilised in the initial data/key addition 22, round key 1 comprises W(4| to W[7] and is used in 
round 0, round key 2 comprises W[8] to W[11] and is used in round 1 and so on. Finally, round key 10 is used in the 
final round 26. 



1 .3 Decryption 

15 

[0038] The decryption process in Rijndael is effectively the inverse of its encryption process. Decryption comprises 
an inverse of the final round 26, inverses of the rounds 24, followed by the initial data/key addition 22. The data/key 
addition 22 remains the same as it involves an XOR operation, which is its own inverse. The inverse of the round 24, 
26 is found by inverting each of the transformations in the round 24, 26. The inverse of ByteSub 30 is obtained by 
20 applying the inverse of the affine transformation and taking the multiplicative inverse in GF(2 8 ) of the result. In the 
inverse of the ShiftRow transformation 32, row 0 is not shifted, row 1 is now shifted 3 places, row 2 by 2 places and 
row 3 by 1 place. The polynomial, c(x), used to transform the State 10 columns in the inverse of MixColumn 34 is given 
by, 

25 

c(x) = 'OB'x + '0D'x z + '09'x + '0E' (2) 



[0039] Similarly to the data/key addition 22, Round Key addition 36 is its own inverse. During decryption, the key 
schedule 28 does not change, however the round keys constructed for encryption are now used in reverse order. For 
example, in a 10-round design, round key 0 is still utilized in the initial data/key addition 22 and round key 10 in the 
final round 26. However, round key 1 is now used in round 8, round key 2 in round 7 and so on. 

2. Implementation of the Rijndael algorithm 

[0040] A number of different architectures can be considered when designing an apparatus or circuit for implementing 
encryption algorithms. These include Iterative Looping (IL), where only one data processing module is used to imple- 
ment all of the rounds. Hencefor an n-round algorithm, n iterations of that round are carried out to perform an encryption, 
data being passed through the single instance of data processing module n times. Loop Unrolling (LU) involves the 
unrolling of multiple rounds. Pipelining (P) is achieved by replicating the round i.e. devising one data processing module 
for implementing the round and using multiple instances of the data processing module to implement successive rounds. 
In such an architecture, data registers are placed between each data processing module to control the flow of data. A 
pipelined architecture generally provides the highest throughput. Sub-Pipelining (SP) is carried out on a partially pipe- 
lined design when the round is complex. It decreases the pipeline's delay between stages but increases the number 
of clock cycles required to perform an encryption. A fully pipelined architecture is preferred for the apparatus of the 
invention as this provides the highest throughput. It will be understood however that the invention may alternatively be 
applied to a sub-pipelined or iterative loop architecture. 

[0041] An embodiment of a data encryption and decryption apparatus according to the invention is now described. 
Figure 4 shows an apparatus, or core, generally indicated at 40, for seiectably encrypting or decrypting data according 
to the invention. 

[0042] The apparatus 40 comprises a fulfy pipelined architecture including a pipeline of data processing modules 44 
(hereinafter 'round modules 44*) each arranged to implement the typical Rijndael round 24 and a data processing 
module 46 (hereinafter 'round module 46') arranged to implement the Rijndael final round 26. Storage elements in the 
form of data registers 42 are provided before each round module 44, 46. For illustrative purposes, the apparatus 40 
is shown as implementing ten rounds and so corresponds to the case where both the input plaintext block length and 
the cipher key length are 128-bits. It will be understood from the foregoing description that the number of rounds 
depends on the cipher key length. 

[0043] The apparatus 40 also includes a data/key addition module 48 arranged to implement the data/key addition 
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qpwatk>fi 22 and a key schedule module 50 arranged to implement the key schedule 28 operations 

[0044] The implementation of the modules 44, 46, 48 and 50 is now described in more detail 

[0045] The Data/Key Addition module 48 comprises an XOR component (not shown) arranged to perform a bitwise 

wS^TTT °' S ' a,e 1 ° •""P*"* ,he in P ut P ,ai " te «. «•* a respective byte K, of the cipher key. 

^ n0 V° 9UrC 5 ' thCre iS Sh0Wn a pre,e,red implementation of the round module 44. The round 

module 44 includes a ByteSub module 52 arranged to implement the ByteSub transformation 30, a ShiftRow module 
54 arranged to implement the ShiftRow transformation 32, a MixCol module 56 arranged to implement the MixCol 

reformation 34 and a Key addition module 58 arranged to implement the Key addition operation 36 
[0047] A major consideration in the design of the apparatus 40 is the memory requirement. The ByteSub module 52 
is therefore advantageously implemented as one or more look-up tables (LUTs) or ROMs. This is a faster and more 
cost-effective (in terms of resources required) implementation than implementing the multiplicative inverse operation 
and aff.ne transformation in logic. Figure 6 shows, as the round input, an example State 10 in which the sixteen data 
bytes are labeled B 0 to B 15 . Since the State bytes B 0 to B 1S are operated on individually, each ByteSub module 52 
requires Mtt to 8-bit LUTs. The Xilinx Virtex-E (Trade Mark) range of FPGAs are preferred^ implementation 
as rt contains FPGA devces with up to 280 BlockSelectRAM (BRAM) (Trade Mark) storage devices or memories 
Conveniently, a single BRAM can be configured into two single port 256 x 8-bit RAMs (a description of how to use the 

fIZI^I' 8 TZVl!^ X i! inX ^P" 03 " 0 " Note XAPP ^° ™« Series; using the Virtex Block Select RAM + 
.rf 8 ' "" L: htt P^^ww»".nx.com; March 2000). Hence, when using a Virtex FPGA, eight BRAMs are used in 

STn^Kf U ?« m K^ ^ imP !f ment 1 6 LUTS ' SinCG 6aCh °' thG B " f0 RAMS in each BRAM can serve 

as an 8-b.t to 8-brt LUT (when the write enable input of the RAM is low (V), transitions on the write clock input are 
ignored and data stored in the RAM is not affected. Hence, if the RAM is initialized and both the input data and write 
vai ^' nS m it- 6 *" 080 ' 3e Ut ^ a e<i as a ROM or LUT). Figure 7 shows a table giving the hexadecimal 

values required in an LUT for implementing the ByteSub transformation 30 during Rijndael encryption The values 
given in Figure 7 are set out in ascending order in rows reading from left to right. Thus, row 0 of the table gives the 
wZS* h mPUt Va ' U , eS fr0m ,0 °' ,0 '° T < hexadecimal >' ™ 1 9^es the LUT output values for input values from 

,hLlT T, SO k°?mx 31 9iV6S 016 LUT ° UtpUt Va ' UeS fof in P u,s ' F8 ' to ' Fp For exam P'«. a " inP"t of W 
(hexidecimal) to the LUT returns the output '63' (hexidecimal), an input of w (hexidecimal) to the LUT returns the 
output 7E (hexidecimal) (row 17) and 'FF gives the output '16\ 

£!? 8 L ln F i 9U . re 5 ' L hC !^ MS ^ enumera,ed 38 60 - Each BRAM 60 the ByteSub module 52 operates on two 
State bytes at a time. Each State byte B 0 to B 15 is provided as the input to a respective one of the 1 6 single port RAMs 
(not shown) provided by the 8 BRAMs 60. Thus, each BRAM 60 in the ByteSub module 52 operates on two State bytes 
at a time Jhe respective resulting outputs of the BRAMs 60 are then provided as the input to the ShiftRow module 54 
again in State format as shown in Figure 6. 

[0049] In the ShiftRow module 54, the required cyclical shifting on the rows of the State 1 0 is conveniently performed 
by appropriate hardwiring arrangements as shown in Figure 5. Row 1 and Row 3 of the State 10 are operated on 
differently during encryption and decryption. In the respective data lines 62. 64 for Row 1 and Row 3, the ShiftRow 
module 54 therefore includes selectable alternative hardwiring arrangements 66. 68 for Row 1 and 70 72 for Row 3 
The alternative hardwiring arrangements 66, 68 and 70. 72 are selectable via a respective switch, or 2-to-1 multiplexer 

It' , ^ S !" Setti " 9 ° f 3 COn,r °' Signal £ndDec 1,16 contro1 si 9na' EndDec is generated externally of the 
apparatus 40 and determines whether or not the apparatus 40 performs data encryption or data decryption During 
encryption, hardwiring arrangement 66 is selected for data line 62 while hardwiring arrangement 70 is selected for data 
line 64. Dunng decryption, hardwiring arrangement 68 is selected for data line 62 while hardwiring arrangement 72 is 
selected for data line 64. The resulting State 10 output from the Shiftrow module 54 is provided to the MixCol module 
56, which is shown in Figure 5a. 

[0050] The MixCol module 56 transforms each column (ColO to Co13) of the State 10. Each column is considered 

a polynomial mm ^(5*) and multiplied modulo *M witn a fixed polynomja | c(x) as set ou , jn B f 

and equation [2] for decryption. This can be considered as a matrix multiplication as follows encrypnon 

During encryption: 
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01 


01 
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01 


01 


02_ 







[3] 



During decryption: 
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00 


09 


OE 
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[4] 



[0051] Where the input to the MixCol module 56 may be denoted in State format as follows: 



20 





Col 0 


CoM 


Col 2 


Col 3 


Row 0 


ao 


a4 


as 


a t 2 


Row1 


ai 


as 


as 


an 


Row 2 


az 


aa 


aio 


ai* 


Row 3 




a? 


an 


ai 5 
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[0052] And the output of the output may be denoted in State format as: 



35 





ColO 


CoM 


Col 2 


Col 3 


RowO 


bo 


b 4 


ba 


b« 


Row1 


bi 


bs 


t>9 


b« 


Row 2 


b* 


be 


bio 


bu 


Row 3 


ba 


br 


bn 


b, 5 



40 [0053] Equations [3] and [4] illustrate the matrix multiplication for the first column [aQ-aJ of the input State to produce 
the first column [bQ-bJ of the output State. The MixCol module 56 performs the same multiplication for the remaining 
columns of the input state to produce corresponding output State columns. The values given in the multiplication ma- 
trices in [3) and [4] correspond respectively with the coefficients of the fixed polynomial c(x) given in equations [1] and 
[2]. These values are specific to the Rijndael algorithm. 

45 [0054] The matrix multiplication required for the MixCol transformation can be implemented using sixteen GF(2 8 ) 
8-bit multiplier blocks 78 (Figure 5a) arranged in four columns of four. The MixCol module 56 operates on one column 
of the input State at a time. Each multiplier block 78 in each column operates on the same input State byte. Thus for 
the first input State column [aQ-aJ, each of the multipliers 78 in the first column operate on ag, the multipliers 78 in the 
second column operate on a 1 and so on. In general, the first column of multipliers 78 operates on input State byte a^, 

50 the second column of multipliers operate on input State byte a^+i). the third column on input State byte a^ 1+2 ) and the 
fourth column on input State byte a^^, where i = 0 to 3 and corresponds to columns t to 4 of the input State. Each 
multiplier block 78 is also provided with a second input for receiving one of two possible multiplication coefficients 
whose respective values are determined by the multiplication matrices in [3] and [4]. For each multiplier block 78,the 
respective coefficients are selectable by means of a respective switch, or 2-to-1 multiplexer 86 that is operable by the 

55 control signal EndDec. The output State is produced a column at a time [b^.b^.^.b^.^.b^^, for i = 0 to 3, where 
the first output State byte in each column is obtained by combining each of the first multiplier blocks 78 in each multiplier 
block column using a respective XOR gate 80. 

[0055] Figure 8 provides suitable VHDL (Very high speed integrated circuit Hardware Description Language) code 
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for generating the multiplier blocks 78, in which the inputs A and B given in the code correspond respectively with the 
first and second inputs of the multiplier blocks, and C is the product of A and B. 

[0056] The MixCol module 56 produces an output in State 10 form that is provided as an input to the key addition 
module 58. The key addition module 58 is provided with the respective round key as a second input. The round key 
5 is equal in length to the data block length N b and thus comprises 1 6 bytes Kj, where i = 0 to 1 5. The key addition module 
58 comprises an XOR component 90 arranged to perform a bitwise XOR operation of each byte B, of the input State 
1 0 with a respective byte Kj of the round key. 

pria^P feSU,t te ^ R ° Und ° UtPlJt ' ' n StatG 1 ° f0r^l, Wh ' Ch * pr0Vlded t0 lhe next slage in the P'P e,ine as a PP ro " 

10 [0058] The round module 46 for the final round is the same as the round module 44 except that the MixCol module 
56 is omitted. 

[0059] The apparatus 40 also includes a key schedule module 50 arranged to implement the key schedule 28 In 
Figure 9, there is shown a flow chart illustrating the key expansion part (operations 905 to 945) and the round key 
selection part (operations 955 to 970) included in the key schedule 28. The flow chart of Figure 9 relates to the case 
'5 where the key block length N k = 4, the data block length N b = 4 and the number of rounds N r = 10. Alternative flow 
charts are given in Figures 9a and 9b for the case where the key lengths are 192 bits and 256 bits respectively. 
[0060] Referring now to Figure 9 (numerals in parentheses() referring to the drawing labels), the input to the key 
schedule module 50 is the cipher key which is assigned to the first four words W[0] to W[3| of the expanded key (905). 
A counter / (which represents the position of a word within the expanded key) is set to four (910) The word W[M] 
(which initially is W[3]) is assigned to a 4-byte word Temp (91 5) . A remainder function rem is performed on the counter 
/ to determine if its current value is a multiple of N k , which in the present example is equal to 4 (920). If the result of 
the rem function is not zero i.e. if the counter value is not exactly divisible by 4, then the word W[M] is XORed with 
the word currently assigned to Temp to produce the next word W[/] (950). For example, when / = 5, WT51 is produced 
by XORing W[1 ] with W[4]. 

[0061 ] The value of counter / is then tested to check if all the words of the expanded key have been produced - 44 
words are required in the present example (945). If / is less than 44 i.e. the expanded key is not complete, then counter 
i is incremented (946) and control returns to step 915. 

[0062] If the result of the rem function is zero (920), this indicates that the word currently assigned to Temp is in a 
position that is a multiple of N k and so requires to undergo a transformation. A function RotByte is performed on the 
word assigned to Temp, the result being assigned to a 4-byte word R (925). The RotByte function involves a cyclical 
shift to the left of the bytes in a 4-byte word. For example, an input of (Bp, B 1( B* B 3 ) will produce the output (B, B, 

^ °0)- 

[0063] A function SubByte is then performed on R (930), the result being assigned to a 4-byte word S SubByte 
operates on a 4-byte word and involves subjecting each byte to the ByteSub transformation 30 described above 
35 [0064] The resulting word S is XORed with the result of a function Rcon[x], where x = #4, the result being assigned 
to a 4-byte word T(935). Rconfx] returns a 4-byte vector, Rcon[x]= (RC(x) t '00', '00\ W). where the values of RCfx] 
are as follows: 1 
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Rqi] = 'or 


Rq2] = '02' 


RC[3J = '04' 


Rq4] = '08' 


RC[5] = '10' 


RC[6] = '20' 


RC[7] = '40' 


RC[8] = '80' 


RC[9] = '1B* 


RC[10]=r'36' 



™ff! ThC W ° rd W[M1 iS men X0Red with the word """""y assigned to 7 to produce the next word WM (940) 
[0066] The value of counter i is then tested to check if all the words of the expanded key have been produced (945) 
If /is not less than 43 then the expanded key is complete. 

[0067] To perform round key selection, a second counter j (which represents a round key index) is set to zero (960) 
Four 4-byte words W[4j] to WT4j + 3] are assigned to Round Keyfj] (965) for j = 0 to 10 (965, 970). Thus, for a ten round 
encryption/deciyption, eleven round keys are provided, round key 0 to round key 10 where round key 0 comprises 
words W[0] to W[3] of the expanded key (i.e. the original cipher key), round key 1 comprises words W[4| to W[7] of the 
expanded key, and so on (See Fig. 1 c). Round key 0 is used by the data/key addition module 48, round key 1 is provided 
to the round module 44 for round 1 , round key 2 is provided to the round module 44 for round 2 and so on until round 
key 10 is used in the round module 46 for the final round (see Figs 4 and 5). 

[0068] The round keys are created as required, hence, round key 0 is available immediately, round key 1 is created 
one clock cycle later and so on. 1 
[0069] The flow chart of Figure 9 may readily be coded using a conventional hardware description language (HDL) 
™lf V f HDL ' and thS 00(16 " Sed 10 9 enerate corresponding circuitry using a conventional hardware synthesis tools' 
[0070] In the key schedule module 50, LUTs can also be used to implement logic functions. In particular some words 
are subjected to the ByteSub module 30 during key expansion (see operation 930 in Figure 9) and this is preferably 
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implemented using one or more LUTs (not shown). The content of the LUTs during encryption is the same as given in 
Figure 7. For example, in an apparatus 40 utilizing a 126-bit key, forty words are created during expansion of the key 
and every fourth word is passed through the Rijndael s-box (i.e. subjected to the ByteSub transformation 30) with each 
byte in the word being transformed, making a total of forty bytes requiring transformation. In the preferred embodiment, 
therefore, forty 8-bit to 8-bit LUTs (not shown) are included in the key schedule module 50. When using Xilinx Virtex 
BRAMs to implement these, 20 BRAMs are repuired. Thus, to implement the round modules 44, 46 and the key schedule 
50, a total of 100 BRAMs are required, 80 BRAMs are required for the 10 rounds and a further 20 for the key schedule 
module 50. Similarly, 112 BRAMs are required for a 1 92-bit version of the apparatus (96 for the 12 rounds and 16 for 
the key schedule) and 1 38 for a 256-bit version (112 for the 14 rounds and 26 for the key schedule). 
[0071 J I n the decryption operation , the inverse of the ByteSub transformation 30 is also advantageously implemented 
as a LUT or ROM. However, the LUT values for decryption are different to those required for encryption. Figure 10 
shows the Hexadecimal values contained in a LUT during decryption for implementing the inverse of the ByteSub 
transformation 30. The layout of the table shown in Figure 10 is the same as described for Figure 7. For example, an 
input of '00' (hexadecimal) would return the output, *52\ while an input of "FP returns the output 7D\ 
[00721 There are a number of ways to arrange for the apparatus 40 to perform both encryption and decryption. One 
method involves doubling the number of BRAMs, or other LUTs/ROMs, utilised (one set of BRAMs/LUTs being used 
for encryption and another set being used for decryption). However, this approach is costly on area. 
[0073] The preferred approach is illustrated in Figure 11 . 

Figure 11 shows two representative ByteSub modules 52 (the ones for round 0 and for the final Round respectively) 
as described with reference to Figure 5. Each ByteSub module 52 comprises a plurality of LUTs, or ROMs, which in 
the present example are provided by eight BRAMs 60, each BRAM providing two 8-bit to 8-bit LUTs in the form of its 
respective two single port RAMs. Two further storage devices, in the form of ROMs 92, 94, are provided to store the 
respective LUT values required for encryption and decryption (as shown in Figures 7 and 1 0 respectively). Conveniently, 
ROMs 92, 94 can be implemented using one or more BRAMs (assuming implementation in a Virtex FPGA), configured 
to serve as ROMs, one containing the initialisation values for the LUTs required during encryption, the other containing 
the values for the LUTs required during decryption. The ROMs 92, 94 are selectable via a 2-to-1 selector switch, or 
2-to-1 multiplexer 96, that is operable by the control signal EndDec. Referring back to Figure 4, the ROMs 92, 94 and 
the multiplexer 96 are included in a RAM initialiser module 47, the output from the RAM initialiser module 47 (which 
output corresponds with the output of the multiplexer 96) being provided to each of the round modules 44, 46 in order 
to initialise the BRAMs in the respective ByteSub modules 52 (as shown in Figure 1 0) with the appropriate LUT values. 
Thus, when the apparatus 40 is required to perform data encryption (and the control signal End Dec is set accordingly), 
all the BRAMs 60 in the ByteSub modules 52 are initialised with data read from the ROM 92 containing the values 
required for encryption. When the apparatus 40 required to perform data decryption (and the control signaJ EndDec 
is set accordingly), ail the BRAMs 60 in the ByteSub modules 52 are initialised with data read from the ROM 94 con- 
taining the values required for decryption. 

[0074] The initialisation of the BRAMs 60 for either decryption or encryption takes 256 clock cycles as the 256 LUT 
values are read from ROM 92 or ROM 94 respectively. For a typical system clock of 25.3 MHz, this corresponds to an 
initialisation time delay of only 10us. When encrypting data, the keys are produced as each round requires them. 
[0075] Therefore, data encryption takes 1 0 clock cycles, corresponding to the 1 0 rounds when using a 1 28-bit key 
Data decryption takes 20 clock cycles, 1 0 clock cycles for the required round keys to be constructed and a further 1 0 
cycles corresponding to the 10 rounds. 

[00761 K will be appreciated that the initialisation ROMs 92, 94 may be implemented using a single BRAM since a 
BRAM can be configured to serve as two 256 x 8-bit RAMs, each of which may be configured to operate as a ROM. 
In the preferred embodiment, however, each ROM 92, 94 is implemented using a respective BRAM, with each BRAM 
being arranged to store the respective encryption or decryption LUT values in both RAMs provided by that BRAM. 
Using the BRAM resources in this way simplifies the wiring required in the FPGA since two ROMs (i.e. the appropriately 
configured RAMs) with the appropriate LUT values are now provided to initialise the BRAMs in the round modules 44 

46 for encryption, and a further two ROMs with the appropriate LUT values for decryption are also available. When 
two BRAMs are used in this way, the multiplexer 96 is supplemented by a second 2-to-1 multiplexer (not shown), each 
of the two multiplexers having one input connected to a respective ROM holding encryption values, the other input 
being connected to a respective ROM holding decryption values. Both multiplexers are operable by the control signal 
EndDec to produce a respective output. With this arrangement, two output lines are available from the RAM initialiser 

47 (only one shown in Fig. 4) for initialising the BRAMs in the round modules 44, 46 and this simplifies the wiring in 
the FPGA. It will be appreciated that, equally, further BRAMs, or ROMs, may be used in a similar manner to further 
simplify the wiring if desired. 

[0077] During decryption, the values of the LUTs utilised in the key schedule module 50 are the same as those 
required for encryption. Hence, the LUTs in the key schedule module 50 can conveniently be implemented as ROMs 
(where BRAMs are used, they can be configured to act as ROMs as described above). However, the round keys for 
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decryption are used in reverse order to that used in encryption. Therefore, for the 128-bit key encryptor/decryptor 
apparatus 40, if data decryption is carried out initially, it is necessary to wait 20 clock cycles before the respective 
decrypted data appears (10 clock cycles for the construction of the 1 0 round keys and 1 0 clock cycles corresponding 
to the number of rounds in the apparatus 40), If encrypting data or previously encrypted data is being decrypted, this 
initial delay is only 10 clock cycles as the round keys do not necessarily need to be reconstructed. Overall, therefore, 
the apparatus 40 uses 102 BRAMs although the apparatus only requires 202 LUTs in total: 160 for the rounds, 40 for 
the key schedule and 2 for the initialisation ROMs. 

[0078] Although the apparatus 40 is arranged to perform both encryption and decryption, a skilled person will ap- 
preciate that the apparatus 40 may be modified to perform encryption only or decryption only, if desired. For an en- 
cryption only or decryption only apparatus, the RAM initialiser 47 is not necessary, nor is the control signal EndDec 
and associated switches. Each LUT in the round modules may be implemented as a ROM and initialised with the 
appropriate LUT values from Figure 7 or 10. 

[0079] The apparatus 40, orthe encryption only/decryption only version, is preferably implemented using Xilinx Foun- 
dation Series 2.1 i software and Synplify Pro V6.0 on Xilinx Virtex-E FPGA devices. Input data blocks can be accepted 
every clock cycle and after an initial delay (see above) the respective encrypted/decrypted data blocks appear on 
consecutive clock cycles. On the Virtex-E XCV3200e-8-cg1 1 56 device, the apparatus 40 utilizes 7576 CLB slices (23%) 
and 1 02 BRAMs (49%). Of lOBs 385 of 804 are used. The design uses a system clock of 25.3 MHz and runs at a data- 
rate of 3239 Mbits/sec (405 Mbytes/sec). There are no known similar single-chip FPGA encryptor/decryptor implemen- 
tations. Also, the results obtained compare very well with existing ASIC implementations, as illustrated in Table 2 below. 



Table 2. 



Specifications of Rijndael ASIC Implementations 




Device 


Throughput (Mbits/sec) 


Ichikawa, Kasuya.Matsui [2] 


CMOS 


1950 


Weeks, Bean, Rozytowicz, Ficke [5] 


CMOS 


5163 


Invention 


XCV3200E 


3239 



[0080] The performance results obtained for an encryption only apparatus are similar to those of an apparatus with 
only decryption capabilities. The main difference in the two implementations is the initial delay time as mentioned 
above. For example, a 128-bit key encryption only design implemented on the Virtex-E XCV812e-8bg560 device, 
utilizes 2222 CLB slices (23%) and 100 BRAMs (35%). Of lOBs 384 of 404 are used. The design uses a system clock 
of 54.35 MHz and runs at a data-rate of 7 Gbits/sec (870 Mbytes/sec). These results prove faster than similar existing 
FPGA implementations, as illustrated in Table 3 below. 



Table 3. 



Specifications of 128-bit Key Rijndael Encryption FPGA Implementations 




Type 


Device 


Area (CLB Slices) 


Throughput (Mbits/sec) 


Gaj, Chodowiec [3] 


IL 


XCV1000 


2902 


331.5 


Elbirt, Yap, Chetwynd, Paar [4] 


SP 


XCV1000 


9004 


1940 


Dandalis, Prasanna, Rolim [1] 


IL 


Virtex 


5673 


353 


Invention 


P 


XCV812E 


2222 


6031 



[0081] The apparatus 40 may alternatively be implemented on the new Xilinx Virtex II family of FPGA devices. 
[0082] Rijndael is set to be approved by NIST and replace DES as the Federal Information Processing Encryption 
Standard (FIPS) in the summer of 2001 . It will replace DES in applications such as IPSec protocols, the Secure Socket 
Layer (SSL) protocol and in ATM cell encryption. In general, hardware implementations of encryption algorithms and 
their associated key schedules are physically secure, as they cannot easily be modified by an outside attacker. Also, 
the high speed Rijndael encryptor core and Rijndael encryptor/decryptor core presented herein, should prove beneficial 
in applications where speed is vital as with real-time communications such as satellite communications and electronic 
financial transactions. 

[0083] In the foregoing description, the preferred implementation is on FPGA. It will be understood that the apparatus 
of the invention may alternatively be implemented on other conventional devices such as other Programmable Logic 
Devices (PLDs) or an ASIC (Application Specific Integrated Circuit). In an ASIC implementation, the LUTs may b 
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implemented in conventional manner using, for example, standard RAM or ROM components. 
[0084] In the preferred embodiment described above, the ByteSub module 52 is implemented using LUTs while the 
ShittRow and MixCol modules 54, 56 are implemented in logic. In an alternative embodiment of the invention, the 
ShiftRow and MixCol transformations are also implemented as LUTs rather than using logic. This embodiment is based 
on the following equation (modified from the equation provided in the Rijndael specification): 



e j = T ot a 0jl ® T ii*M+i) © T 2 [a 2j+2 ] e T 3 [a 3j+ 3J © ^ (5 ) 

where, 





' S[a]* 02" 








S[a] 




~ S[a) 


T = 

1 0 


S[a\ 




S[a]» 02 




S[a]m 03 




S[a] 




S[a) 




S[a] 




S[a]» 02 




5[a]»03 












. 




5[a]«02 



and the State is denoted, 



j=0 j=1 j=2 j=3 





B0.1 






Bi.o 


B1.1 


Bu 


B u 


Bj.o 


82.1 




Bj.3 


B3.0 


Bj.i 


83,2 


B 3>J 



and the significance of a, b, c, d, e and k can be seen from Figure 12a. 

[0085] Figure 13 illustrates schematically a Rijndael round module 144 comprising the components required for 
encryption. During Encryption three different sets of LUTs are required. Each LUT (labelled 'LUT in Figure 13) in the 
first set of LUTs comprises values as shown in Figure 7. Each LUT (labelled 'LUT_02' in Figure 13) in the second set 
comprises values as shown in Figure 14. 

Each LUT (labelled 'LUT_03' in Figure 13) in the third set comprises values as shown in Figure 15. The LUTs may 
conveniently be implemented as BRAMs in the manner described above with two LUTs implemented by each BRAM. 
Thus, in Figure 13, each set of LUTs comprises eight BRAMs 160. The outputs of the BRAMs 160 are combined in 
accordance with equation [5] using XOR gates 166. The round key addition is also performed by XOR qates 166 (see 
also Fig. 12a). * 

[0086] In the round module 144, 24 Block RAMs are required to implement each Rijndael round to perform an en- 
cryption. 

[0087] The design for decryption is not as straightforward as the encryption design. The decryption design is based 
on the following equation (this equation is not provided in the Rijndael specification): 



e QJ InvS[0E • b 0J © 05 • b Xj © 0Z> • b 2J © 09 • b yj 

e XJ = InvS[Q9 • b 0 J+3 © 0E • b XJ ^ © 05 • b 2J . 3 © OD • 6 3J+3 ] 
e 2J InvS[0D • b 0 , +2 © 09 • b XJ + 2 © 0E • b 2 J+2 © 0B • b 2 y>2 
e zj J L [nvS i° B * b oj+i ® 0D • b XJ , x © 09 • b 2j¥X © 0E • 63 
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where the significance of a, b, c, d, e and k can be seen from Figure 12b. 

[0088] Figure 16 shows a schematic diagram of a round module 144' for performing decryption.. Round key addition 
is performed firstly (see also Fig. 12b) using XOR gate 167. Five LUT sets arc required (each set comprising eight 
LUTs in this example, although only two of each set are shown in Figure 16). Each LUT in the first set of LUTs (labelled 

5 as 'InvLUT in Fig. 16) contains values as shown in Figure 10. The LUTs required for the four other LUT sets each 
comprise values given respectively by {OE • b f j), {OB • b tj ) t (00 • b (J ) and (09 • b fJ ). For example, the LUTs labelled 
'LUT_0E' have values corresponding to {OE • b$ and are constructed by multiplying every possible byte from '00' to 
'11* by *0E' The LUTs labelled 'LUT_0B\ 'LUT_0D' and 'LUT_09' are constructed in a corresponding manner. Thus, 
'LUT^OE* contains the values {OE • b^ t 'LLTT^OD' contains the values (OD • brf, WJTJQ& contains the values (OB • 

10 bfj) and 'LUTJ)9' contains the values (09 • o,j). The outputs of the LUTs are combined in accordance with equation 
[6J above using XOR gates 166*. Forty BRAMs per round module 144' are required. 

[0089] The round modules 144 and 144' may readily be combined to form a single round module (not shown) for 
implemented either encryption or decryption depending on the setting of the enctdec signal. The combined round 
module is implemented using 40 BRAMs. During encryption only 24 of these are in operation, while during decryption 

is they are all in operation. For the final round, only 8 Block RAMs are required since the final round does not include the 
MixCoi transformation. Furthermore, the LUTs in the combined round module may be initialised using the general 
selectable ROM structure shown in Figure 11 (although the round module now comprises 40 BRAMs as opposed to 
the eight shown in Fig. 11). Eight additional ROMs are required to initialise the combined encryption/decryption round 
module, 3 for encryption (i.e. containing values for LUT, LUT_02 and LUT_03) and 5 for decryption (i.e. containing 

20 values for InvLUT, LUTJ)E, LUT_0B, LUTJ)D and LUT_09). The key schedule requires 20 RAMs. Hence, the entire 
apparatus utilises 396 BRAMs. It may be said therefore that there is a first set of LUT values for encryption and a 
second set of LUT values for decryption. The first set containing three sub-sets of LUT values, a respective sub-set 
for each of LUTs LUT, LUT_02 and LUT_03, and the second set containing five sub-sets of LUT values, a respective 
sublet for each of LUTs InvLUT, LUT_0E, LUT_0B, LUT_0D and LUT_09. 

25 [0090] It will be seen from the foregoing that the preferred embodiment requires fewer BRAMs than the alternative 
embodiment. This is particularly advantageous when implementing the apparatus in FPGA or other target device where 
the available resources are limited or where it is important to keep size to a minimum. 

[0091] The invention is not limited to the embodiments described herein which may be modified or varied without 
departing from the scope of the invention. 

30 
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Claims 

55 

1 . An apparatus (40) for selectabty encrypting or decrypting data, the apparatus being arranged to receive a control 
signal for selecting between encryption and decryption, the apparatus (40) comprising at least one data processing 
module (44, 144, 144') arranged to perform one or more data encryption or data decryption operations depending 
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on the setting of said control signal, wherein at least part of said data processing module (44, 144, 144') comprises 
one or more programmable Look-up Tables (LUTs) (60, 160, 160*), the apparatus (40) further comprising at least 
one storage device (92, 94) for storing a first set and a second set of LUT values, the apparatus (40) being arranged 
to program some or all of said LUTs with said first set of LUT values when said control signal is set to encrypt, and 
s to program some or all of said LUTs with said second set of LUT values when said control signal is set to decrypt. 

2. An apparatus as claimed in Claim 1 , wherein the apparatus comprises a plurality of LUTs each of which is pro- 
grammed with said first set of LUT values during encryption and programmed with said second set of LUT values 
during decryption. 

ro 

3. An apparatus as claimed in Claim 1 , wherein the apparatus comprises a plurality of LUTs and the first and second 
sets of LUT values each comprise a plurality of respective sub-sets of LUT values, and wherein, during encryption, 
some of LUTs are programmed with a respective one of the sub-sets of LUT values belonging to said first set and, 
during decryption, all of the LUTs are programmed with a respective one of the sub-sets of LUT values belonging 

15 to said second set. 

4. An apparatus as claimed in any preceding claim, wherein the apparatus comprises a plurality of instances of a 
data processing module arranged in a data processing pipeline. 

20 5. An apparatus as claimed in any preceding claim, wherein the apparatus is arranged to perform encryption or 
decryption in accordance with the Rijndael Block Cipher, and wherein the data processing module is arranged to 
implement a Rijndael round. 

6. An apparatus as claimed in Claim 5, wherein the data processing module is arranged to implement the ByteSub 
25 transformation of the Rijndael round in at least one LUT. 

7. An apparatus as claimed in Claim 5 or Claim 6, wherein said first set of LUT values is arranged to program a LUT 
to implement the Rijndael ByteSub transformation and said second set of LUT values is arranged to program a 
LUT to implement the inverse of the Rijndael ByteSub transformation. 

30 

8. An apparatus as claimed in any preceding claim, wherein the data processing module includes a respective LUT 
for each byte of an input data block. 

9. An apparatus as claimed in Claim 5, wherein the entire Rijndael round is implemented using one or more LUT. 

35 

10. An apparatus as claimed in any preceding claim, wherein the first and second set of LUT values are stored in 
respective first and second storage devices and the apparatus further includes a 2-to-1 selector switch operable 
by said control signal to select said first storage device when the control signal is set to encode, and to select said 
second storage device when the control signal is set to decode. 

40 

11. An apparatus as claimed in Claim 10, wherein the apparatus includes two or more sets of a first and a second 
storage device, each first and second storage device storing said first and second set of LUT values respectively, 
the apparatus further including a respective 2-to-1 selector switch for each set of first and second storage device. 

45 12. An apparatus as claimed in Claim 10 or 11, wherein said first and second storage devices are implemented by 
means of respective Read Only Memories (ROMs). 

1 3. An apparatus as claimed in Claim 1 0 or 1 1 , wherein said first and second sets of LUT values are stored in respective 
storage locations of a single storage device and are selectable by a 2-to-1 selector switch. 

50 

1 4. An apparatus as claimed in any preceding claim, wherein each LUT is implemented by means of a programmable 
Random Access Memory (RAM) or a programmable Read Only Memory (ROM). 

15. A computer program product comprising computer useable instructions arranged to generate an apparatus ac- 
55 cording to Claim 1 . 
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~ GP(^8) flubit Multip lier Block- 
library IEEE; 

use lEEE.stdJogic 1164.ALL; 
use IEEE.stdJogkfarith.ALL; 
use IEEE.stdJogic_unsigned.ALL; 

package MultiplierTypes is 

type res8bitU is array(0 to 7) of std Jogic_vector(8 downto 0) 
type res8bitS is array(0 to 8) of std _logic_vector(8 downto 0) 
type res7bitT is array(0 to 7) of std Jogic_vecton7 downto 0) 

end package; " 

library IEEE; 

use IEEE.std_logic_1 164.all; 
use IEEE.numeric_std.a!l; 
use work.MultiplierTypes.all; 

entity Multiplier is 

port( A,B : in stdJogic_vector(7 downto 0); 
C : out std Jogic vector(7 downto 0)); 

end Multiplier; 

architecture MultipOerSynth of Multiplier is 

signal S : res8bitS; - array(0 to 8) of stojogfcvector(8 downto 0) 
signal U : res8bitU; - array(0 to 7) of std^logic_vector(8 downto 0) 
signal T : res7bitT; - array(0 to 7) of sWJogic_vector(7 downto 0) 
signal Z : res7bitT; - array(0 to 7) of sto Jogic_vector(7 downto 0); ' 

begin 

P1 : processfS.UJAB) 
begin 

S(0) <= t)'&A; 

for i in 0 to 7 loop 

ifS(i)(8) = Tthen 

V/^ <= ,0,&x "1b"; -'1b' is Rijndaers Irreducible polynomial of degree 8 

T(i) <= U(i){7 downto 0); 
else 

T (i) <= S(i)(7 downto 0); 
U(i) <= "000000000"; 
end if; 

s(i+1) <= T(i) & '0*; 

if B(i) = Tthen 

20)<=T(i); 
else 

Z(i) <= x"00"; 
end if; 

end loop; 
end process; 

C<= Z(0) xor Z(1 ) xor Z(2) xor Z(3) xor Z(4) xor Z(5) xor Z(6) xor Z(7) ; 

EclI 
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